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Course Description

Research methodology

Exposition of students to research areas of cutting edge technologies
Methodology: How we do research, evaluate/assess information, how we write a
research paper, how we prepare/give a presentation

Development of ability to conduct research and present research findings
Research presentations from researchers

Distributed Systems, Big Data and Cloud Computing

Understanding of Cloud Computing technologies, characteristics, service models, laaS,
PaaSs, Saa$, Faas, virtualization, big data analytics with MapReduce, scalability,
elasticity, fault tolerance, distributed storage, caching

Study state-of-the-art systems: Spark, Kafka, Redis, and others

Group project that involves the design and implementation of a system on the Azure
Cloud.

Invited talks from researchers working in the field

Intelligent Mobile Networks

Communication and networking fundamentals study jointly with technological
developments and trends

Adaptive and intelligent use of wide range of licensed and unlicensed frequency
bands, from radio to terahertz and optical

Requirements not only high throughput and low delay, but also reliability, low energy
consumption, and trusted communication

Technologies: 6G and beyond, Multiaccess Edge Computing (MEC), Cloud/Virtualized
Radio Access Network (RAN), Service-Based Architecture (SBA), Network Function
Virtualization (NFV), mobile Internet of Things (loT)

Advanced-research topics: Decentralized digital identifiers and Verifiable Credentials
for trusted device-to-device (D2D) communications

Looking into the (not so distant) future: Quantum communications and Quantum Key
Distribution (QKD)

Next Generation Internet

Content Delivery Networks (CDNs) & Data-Center Networks (DCNs)

Software Defined Networking (SDN) & Network Function Virtualization (NFV)
Content-Centric or Information-Centric Networking (ICN)

Quantum Networking

Machine Learning (ML) applications in Networking

Webb5: ultra-decentralized Internet and trust

Natural Language Processing
e Algorithms of understanding/generation of natural language
e Deep Learning (MLPs, RNNs, CNNs, Transformers, LLMs)



Correction and classification of text: information extraction from text, opinion mining,
mechanical translation, text generation from images, sppech recognition,
dialogue/conversation systems

Applications and recent developments

Deep Learning

Deep learning models and algorithms that enable computers to learn from complex data

Deep convolutional neural networks, recurrent neural networks, stochastic training algorithms
using large-scale datasets

Unsupervised deep learning techniques using variational autoencoders and generative
adversarial networks

Deep reinforcement learning techniques with applications in robotics and automated game
learning

Computer Graphics and Virtual Reality

Image synthesis algorithms and technologies for games, interactive graphics, and VR/AR
Real-time photorealistic rendering techniques

Ray tracing and methods that utilize it

Hardware architectures and graphics engines

Blockchains and Smart Contracts

Fundamental principles and tools of cryptography, cryptographic hash functions,
blockchains, smart contracts

In-depth operation of Bitcoin, the UTXO payment model, in-depth operation of Ethereum,
consensus protocols

Proof-of-Work, Proof-of-Stake, the Solidity programming language, security issues in Solidity,
oracles

Next-generation blockchains: Algorand, Cardano, Filecoin, atomic swaps, side-chains, the
Lightning Network, interoperability between different ledgers, decentralized identifiers
(DIDs), verifiable credentials (VCs)

Applied Cryptography

Theoretical foundations of cryptographic algorithm security. Methods and algorithms of
symmetric cryptography.

Theoretical background of asymmetric cryptography.

Public-key cryptosystems. Elliptic curve cryptography. Digital signature systems.

Key exchange algorithms. Hash functions and keyed hash functions. Authenticated
cryptosystems.

Modern cryptographic methods (identity-based encryption, attribute-based encryption).
Zero-knowledge protocols.

Performance of cryptographic algorithms. Applications of cryptography in modern
communication systems.

Algorithms: Design and analysis

Algorithms: Design and Analysis. Growth of functions and asymptotic notations O, Q, ©
Design of divide-and-conquer, greedy, and dynamic programming algorithms

Graph algorithms. Linear programming, integer linear programming, and applications
Maximum flows and matchings. NP-completeness



e Polynomial-time approximation schemes (PTAS and FPTAS). Probabilistic algorithms. Online
algorithms
e Algorithms for large-scale data systems

Social networks: Theory and practice
*  Basic elements of graph and network theory. Six degrees of separation.
* Random graphs
*  Communities and community detection
* Information diffusion models in social network
* Influence maximization and applications in marketing
* Link analysis and web search
*  Basic concepts of online advertising
*  Advertising campaign design. Google ads.
*  Graph Embeddings and Graph Neural Networks

Algorithmic Game Theory

*  Basic notions: normal form games, dominant strategies, e.t.c.

* Nash equilibrium as a solution concept and its computation.

*  Social welfare maximization and Profit Maximization.

*  Mechanism design: VCG mechanism, mechanism design with and without money (e.g.,
Facility location problem, combinatorial auctions, etc).

*  Game efficiency: price of anarchy and price of stability. Application in congestion and
other network games.

*  Fair division: Envy-freeness, EF1, EFX, proportionality, MMS

Convex Optimization
*  Minimization of convex functions on convex sets
*  Theory, applications, and algorithms
*  Example applications: optimal control systems, portfolio optimization, statistical
classification

Reinforcement Learning
*  Basicidea: training of an agent to behave optimally, rewarding her for her correct
decisions
*  Applications: Robotics, games, Natural Language Processing, and more.
*  Structure of class: programming projects e.g. optimal policy design fro Aoun
HoOAuaToC: SLOAEEELS, TIPOYPAUUATLOTIKEG Epyacieg (Y, eUpeon BEATLOTNG TTOALTIKAG
yla to black jack), teAikn e€€taon oe mpofAruata tou BiLpAiov.

Special Topics on Al
e Foundations of Advanced ML
e Natural Language Processing (NLP)
e Reinforcement Learning (RL)
e Ethical Al and Fairness in ML
e Generative Models
e Unsupervised and Self-supervised Learning
e Specialized Applications



